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Introduction  
 
Our objective in is information security plan is to identify areas of risk within our 
operation, understand our obligations under the law, and to have formal procedures for 
resolving issues that arise with respect to sensitive consumer information.  The Fair and 
Accurate Credit Transactions Act requires all financial service firms, including mortgage 
companies and mortgage brokers, to have an information security plan as well as a “Red 
Flag” program to identify whether consumers may already be victims of identity theft. 
 
The new regulations provide financial institutions and creditors with flexibility in 
developing internal programs according to their relative organizational size and 
complexity. However, the Program must include reasonable policies and procedures that: 
 
• identify relevant Red Flags, and then incorporate those Red Flags into the Program;  
• detect such Red Flags;  
• respond appropriately to any Red Flags to prevent and mitigate identity theft; and 
• ensure that the Program is updated periodically to reflect changes in risks to 

customers  
 
A red flag program is useless without an information security plan.  At Company Name, 
the information security plan works with our Red Flag program to assure that, not only 
will we stop identity theft when it is being perpetrated on our customers, we will do 
whatever we can to avoid data breaches in the first place.   
 
The mortgage industry has always had extensive checks and balances in place to assure 
the identities of our customers and their records are accurate.  To facilitate that the 
following quality control modules are incorporated by reference.  Throughout this 
document we will reference policies and procedures that are part of our normal business 
operations, but rightfully belong in other areas of our organizational documentation.  
These areas are: 
 
• Origination 
• Processing 
• Underwriting 
• Closing 
• Quality Control and Compliance 
• Physical Operations and Human Resources 
• Wholesale Operations 
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Information Security 
 
We are expected to have an identity theft program in place.  This is to assure that in 
addition to helping consumers identify risks we do not contribute to the problem.  There 
are many areas in which Company Name collects and exchanges private financial 
information in the course of our daily business.  The information security portion of our 
plan is designed to assure that we have safeguards in place to prevent loss of information 
and to define how we respond in the even of a data breach.  
 
Federal Laws 
 
The increase of identity theft as a crime in the United States has been accompanied by an 
increase in the number of laws designed to protect consumers.  All of the credit related 
laws are organized under Regulation B the Equal Credit Opportunity Act.   More 
specifically The Gramm-Leach-Bliley Financial Privacy Act, the Fair Credit Reporting 
Act, and the Fair and Accurate Credit Transactions Act, all guide us in our policy 
development.  In addition, the Sarbanes-Oxley Act is applicable as it applies to document 
retention and destruction.   
 
Beyond Compliance 
 
We believe that protecting consumer’s information is not only a responsibility, but can 
help us increase our business.  By proactively reaching out to consumers and educating 
those consumers about information security and identity theft, we can increase the level 
of trust the public places in us.  This will result in an increased level of business.   
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fraud prevention quality control plan – do not have to have separate training programs in 
red flag identity theft prevention.   
 
The elements of the Company Name’s Fraud Prevention Program are incorporated by 
reference here.  Further specific elements are addressed in subsequent sections of this 
plan – “Red Flag Identification” at specific stages of the origination process.   
 
Risk from Referral Sources 
 
In a business to business sales environment it is typical to exchange some elements of a 
consumer’s private information.  All outside sales representatives should establish a list 
of referral sources and ascertain that the referral source’s firm has an information security 
plan and Red Flag identity theft program in place.   
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Section 5 - Identity Theft “Red Flags” 
 
There are 26 red flags that the Federal trade commission has identified. They fall into five 
basic groups. These red flags function as guidelines.  We have identified which functions 
these specific red flags applied to and have incorporated them into our overall fraud 
prevention program.   
 
While it is clear that some of the standard red flag issues apply specifically to the credit 
card business, there are elements of Company Name’s business that do involve revolving 
credit. In addition, there are red flags that applied to the loan servicing element of our 
business.  We have assembled this matrix, from the Federal guidelines, to determine 
which areas we need to incorporate red flag guidance into our own procedures.   
 
Victim or Perpetrator? 
 
Some of these red flags made be an indication that the consumer has been a victim of 
identity theft. Others may be an indication that our customer may be trying to perpetrate 
identity theft or other fraud. 
 
Red flag  Description  - Applicability to  Applicable  
A fraud alert included with a 
consumer report. 

If the consumer credit report indicates a fraud 
alert, it is possible that the customer is already 
aware of potential identity theft issues.  
Conversely, the fraud alert may indicate a 
possible identity theft in progress.   

Origination 
Processing 

Notice of a credit freeze in 
response to a request for a 
consumer report. 

A consumer’s redress in the event of the 
notification of the disease that is to “freeze” his 
or her credit report.  This means that the 
customer should be able to provide a “PIN” 
which would allow the “unfreezing” of the 
account for the mortgage lenders purposes.  The 
customer who is unable to provide the “PIN” is 
probably attempting mortgage identity theft fraud  

Origination 

A consumer reporting 
agency providing a notice of 
address discrepancy. 

The credit bureau reporting an address 
discrepancy may indicate that the borrower has 
multiple addresses, or is attempting to perpetrate 
occupancy fraud.   

Origination 
Processing 

Unusual credit activity, such 
as an increased number of 
accounts or inquiries. 

Multiple inquiries are a warning sign normally 
addressed in the credit scoring process, but also 
by the processor in evaluating the 
creditworthiness of the applicants.  Multiple 
inquiries must be addressed in writing.  This 
process in itself is a red flag alert process on 
behalf of the borrower  

Origination 
Processing 
Underwriting 

Documents provided for 
identification appearing 
altered or forged. 

Origination 
Processing 
Underwriting  

Photograph on ID 
inconsistent with appearance 
of customer. 

Identification fraud will generally present itself at 
application.  The applicant may provide 
documents in evidence of citizenship, Social 
Security identification, or other photo 
identification for the patriot act purposes.   

 



Company Name 
Red Flag Information Security and Identity Theft Program 

Page 44 – Section 5 – Identity Theft Red Flags in Our Business 

Originator Review – Property Information 
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Processor/Underwriter Red Flag - Application Review 

 
 


